
Objectives
•Security

ØCross-site scripting
ØEvaluating

•Project
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Review: Security
•Why is the Web such a huge target?
•What is https?
•What are some security design principles? 

ØProvide examples of their use/application
•What is an SQL Injection Attack?

ØHow can you prevent against it?
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CROSS-SITE SCRIPTING
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Sequence Diagram of a Typical XSS Attack (1)
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Attacker Vulnerable
Web Site

Put script into 
input fields



Unvalidated Input with XSS (1)
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Unvalidated Input with XSS (1)
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Sequence Diagram of a Typical XSS Attack (2)

May 16, 2024 Sprenkle - CSCI335 7

Attacker Victim Vulnerable
Web Site

Email with link to 
web site

Victim navigates to 
web site

Malicious script runs
Attacker has access in 

victim’s context



Unvalidated Input with XSS
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Unvalidated Input with XSS
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Unvalidated Input resulted in a Cross-Site Scripting Attack and theft 
of administrator’s cookie.
• Attacker would probably inject some other script, not actually a popup

From www.itsa.ufl.edu/2006/presentations/malpani.ppt



Cross-Site Scripting (XSS)
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• Raw data from attacker is sent to an innocent user’s browser

Occurs any time…

• Stored in database
• Reflected from web input (form field, hidden field, URL, etc…)
• Sent directly into rich JavaScript client

Raw data…

• Steal user’s session, steal sensitive data, rewrite web page, redirect user 
to phishing or malware site

• Most Severe: Install XSS proxy which allows attacker to observe and 
direct all user’s behavior on vulnerable site and force user to other sites

Typical Impact

OWASP 



Cross-Site Scripting (XSS)
• Cross-site scripting is possible when

ØAn adversary tricks a victim into clicking a link crafted and 
presented to the victim via a web server or email

ØThe link contains a URL with embedded malicious script 
(typically as a query string, for example “phishing”)

ØThe URL refers to host that echoes input back to a browser 
without input validation

• When victim clicks link, goes to the host in the URL
ØHost processes the query string, echoes it to victim's browser
ØVictim's browser executes the malicious script

• Root Cause: Failure to proactively reject or scrub malicious 
characters from input vectors
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Cross-Site Scripting (XSS)
• Allows cookie theft, credential theft, data 

confidentiality, integrity, and availability risks
ØBrowser Hijacking and Unauthorized Access to Web 

Application is also possible using existing exploits
• Unusual vulnerability because the system at fault, i.e., 

the web site not validating input, is not the victim of 
attack

• Remedy for XSS: web site perform adequate input 
validation
ØGlobal policy, Form- and Field- specific policies for 

handling untrusted content
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Testing for XSS
• Test for valid HTML and script code allowed in an input field

Ø Special characters like < or >
Ø <script>alert(“XSS”);<script>
Ø <script>alert(document.cookie);<script>
Ø article.php?title=<meta%20http- 
equiv="refresh"%20content="0;">
• Causes denial of service

• Reference: 
Ø https://cheatsheetseries.owasp.org/cheatsheets/Cros
s_Site_Scripting_Prevention_Cheat_Sheet.html
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Validating Input
•Block list: a list of input types that are expressly 

forbidden from being used as application input
•Allowed list: a list of input types that are 

expressly allowed as application input
•Generally expressed as regular expressions
• Input validation must be server side

ØNot (only) in JavaScript 
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PROJECT
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Developer Tools: Mobile Devices
•Simulate mobile devices with “device mode”
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Requirements, Design, and Work Plan
•Requirements
•Design: steps to complete project

ØIncludes what will be implemented and the 
technologies used to implement each piece

•Work Plan: a tentative plan for what parts of the 
work each member is charged with doing
ØPrioritization of features 
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Requirements Gathering
•Clarification of requirements
• Involves asking lots of questions
•Talk through the application

ØFlow chart of what happens
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Requirements Gathering: Questions
• What does the user want to do?

ØGo through a variety of use cases
• Common case, error case

ØPart of your job is organizing these use cases
• What is needed to do that task?

ØUser input?  Saved data?  Other sources?
• What does the user see?

ØDraw on whiteboard, use paper
ØWhat is interface?
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Static Mock Ups
•High-fidelity prototypes

ØLook like final product but aren’t functional
ØMay “fake” the flow, e.g., link to a static page rather 

than a dynamically generated page.

•For us, often not completely static
ØBuild from the AGP framework
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Varying Projects
•Sizes, difficulty, technologies, …

•Other tasks to supplement the “main” project
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Exam
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Projects
•Merge development into your (local) branches
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